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ABSTRACT

Recently, the establishment of intelligent home services and their supporting energy big-data
platforms, which optimize residential energy consumption to address climate change and achieve
carbon neutrality, has emerged as a key global trend. To resolve privacy violations arising from high-
frequency energy data collection, research is being conducted on the application of energy-aware
differential privacy (DP) models, 4.5th-generation fully homomorphic encryption (CKKS), and top-tier
security systems based on hybrid edge cloud (HEC) architectures. Furthermore, along with enabling
a new service ecosystem through open APIs and full-stack data distribution portals, lightweight
blockchain-based data sovereignty technology has become a central topic in protecting individual
rights in the Al era. This study provided an in-depth analysis of the latest industry trends and
future development directions of intelligent home energy big-data platforms and MyData security
technologies.
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